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DETAILED ACTION 

1 . Applicant's arguments filed October 26, 2006, have been fully considered but 
they are not persuasive. 

2. Claims 1-11 are pending and have been examined. 

Response to Amendment 

3. Regarding Applicant's argument that Sherer teaches only a single memory 
module, Examiner respectfully submits that, one, the number of memory modules does 
not determine patentability, since such alleged improvement to the system of Sherer 
would have been obvious to someone of ordinary skill in the art, and two, Sherer does 
explicitly show a program memory subdivided into multiple segments or modules (fig. 
3). It is further submitted that Sherer teaches this feature, see col. 5lines 55-67 and col. 

6, where the authentication is described, and how the information for authentication is 

> 

provided, using additional memory. Applicant's arguments are not persuasive. 

4. Regarding Applicant's argument that Examiner is using hindsight with respect to 
the feature of erasing the information from the volatile memory at the completion of the 
session, Examiner respectfully submits that such argument ignores the fact that at the 
time the invention as made, one-time passwords were conventional and well known. 
Sherer further discloses and/or suggests this feature in columns 5-6, where the 
information used for authentication is provided/generated. Applicant's arguments are 
not persuasive. 

5. The applicant has not adequately traversed the examiner's use of official 
notice with regards to the claimed limitation found in claim 5, this feature is taken 
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by the examiner to be admitted prior art since the applicant has not adequately 
challenged the examiner's use of official notice (see MPEP 2144.03(c), 2144.04). 

Information Disclosure Statement 

6. It is noted that no Information Disclosure Statement has been filed on this 
application. 

Claim Rejections - 35 USC § 103 

7. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

8. Claims 1-11 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sherer et al. (US Patent 6,115,376, hereinafter Sherer), and further in view of 
Jones et al. (US Patent 5,623,637, hereinafter Jones). 

Regarding claims 1 and 10, Sherer teaches a security mechanism for 
enabling a user to commence a session between a network peripheral device and 
a network (column 5, lines 32-67), comprising: 

. an immutable memory element that contains first information including 
application software that initiates and provides security services (column 
5, lines 32-67); 

a persistent memory element that contains second information to enable 
the security mechanism to configure the network peripheral device to 
access different networks (column 5, lines 32-67); 
a volatile memory element that contains third information, including 
the critical data for authentication (column 5, lines 32-67). 
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Sherer does not expressly disclose third information erased from the volatile 
memory at the completion of each connection session or a tamper-evident enclosure. 

However, Sherer suggests using different authentication schemes (column 5, 
lines 32-67), and Jones teaches a tamper-evident enclosure for enclosing the memory 
elements (column 2, lines 1-67, column 3, lines 1-67). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to use 
session keys which are valid for just a session and deleted afterwards. One of ordinary 
skill in the art would have been motivated to perform such a modification to use session 
specific credentials and to provide means to detect attempted tampering (Sherer, 
column 7, Jones, column 2). 

Regarding claims 2 and 11, the combination of Sherer and Jones teaches 
wherein the security services include authentication of the security mechanism itself and 
authentication of the user to the network upon receipt of identification Information from 
the security mechanism and the user, respectively (Sherer, column 7, lines 1-67). 

Regarding claim 3, the combination of Sherer and Jones teaches wherein the 
immutable memory contains a private key for encrypting the user and security 
mechanism identification information (Sherer, column 7, lines 1-67). 

Regarding claim 4, the combination of Sherer and Jones teaches wherein the 
immutable memory comprises a Read-only Memory (ROM) (Sherer, fig 3, column 5). 

Regarding claim 5, the combination of Sherer and Jones does not expressly 
disclose wherein the immutable memory further includes a Write-once ROM. However, 
Sherer teaches using memory on his device. Therefore, it would have been obvious to 
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one having ordinary skill in the art at the time the invention was made to use other types 
of memory with the system of Sherer. One of ordinary skill in the art would have been 
motivated to perform such a modification to provide means for manufacturer to add a 
unique identification to the device. Furthermore, this feature has been admitted by 
applicant to have been conventional and well known at the time the invention was 
made. 

Regarding claim 6, the combination of Sherer and Jones teaches wherein the 
persistent memory comprises at least one of one of a Complementary Metal Oxide 
Semiconductor Random Access Memory (CMOSRAM) and a Programmable Read Only 
Memory (PROM) (Sherer, fig 3, column 5). 

Regarding claim 7, the combination of Sherer and Jones teaches wherein the 
volatile memory comprises a random access memory (Sherer, fig 3, column 5). 

Regarding claim 8, the combination of Sherer and Jones teaches wherein the 
tamper evident enclosure readily exhibits any attempt to gain access there through to 
the memory elements enclosed therein (column 2, lines 1-67, column 3, lines 1-67, 
column 5, lines 1-67, column 6, lines 1-67). 

Regarding claim 9, the combination of Sherer and Jones teaches wherein the 
physical security of the security mechanism depends on the degree of tamper 
resistance of the enclosure (column 2, lines 1-67, column 3, lines 1-67). 
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Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicants disclosure. Neuman et al. (US Patent Application Publication 2002/0162026) 
teaches an apparatus for providing secure network communication. Wang et al. (US 
Patent 6,760,781) teaches a secure network card. Signal's NPL "Cyberguardian Keeps 
Hackers, Insider Threats at Bay" and 3Com's NPL "EtherLink 10/100 PCI Network 
Interface Card with 3XP processor User Guide" teach the claimed features. 

10. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861. The examiner can normally be reached on Monday-Friday 7:00 am - 5:00 pm, off 
on Wednesday. 

11. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on (571) 272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

12. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
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USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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